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TABLE I: Generalization of privacy-preserving techniques.

Solution Security Limitation
Local System Edge performance; leaks model
TEE System Performance; side-channels
DP Statistical Applications; utility-privacy tradeoff
MPC Cryptographic Communication bandwidth
HE Cryptographic Compute
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Introduction
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Fig. 1: The Cheetah framework and system design. Speedup achieved for ResNet50 is reported in red.
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Overview and Assumptions
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Fig. 1: The Cheetah framework and system design. Speedup achieved for ResNet50 is reported in red
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Overview and Assumptions
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HE-PTune: Models & Parameter Tuning
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HE-PTune: Performance Modeling
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HE-PTune: Noise Modeling
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HE-PTune: HE Parameter Space Exploration
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Fig. 3: Comparison of HE-PTune and Gazelle using AlexNet. Blue dots are HE configurations modeled by HE-PTune. The
red star 1s Gazelle’s configuration and the green star is the optimal found by HE-PTune. Layer5 and Layer0O show the best and
worst configuration for Gazelle with respect to utilized noise budget. HE-PTune’s speedup for all layers on the right.
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Partial-Alighed Scheduling
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Sched-PA: Partial-Aligned Dot Products
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Sched-PA: Partial-Aligned Dot Products
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Fig. 5: Sched-IA (input-aligned) versus Sched-PA (partial-
aligned) dot product schedules. Cheetah uses Sched-PA to

improve performance of CNN and FC layers.
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Implementing Low-Noise Convolution
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Fig. 4: How Cheetah implements CNNs using Sched-PA. Sources of inter-kernel parallelism (IKP) are labeled,




Evaluation Results
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Fig. 6: Per-benchmark speedup achieved by Cheetah using HE-
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Profiling HE Inference
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Profiling HE Inference
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HE Inference Accelerator Architecture
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Fig. 9: Cheetah accelerator architecture. (a) The accelerator i1s composed of parallel PEs operating in output stationary fashion.
Off-chip data is communicated via a PCle-like streaming interface, and data is buffered on-chip using global PE SRAM. (b)
Each PE contains Partial Processing Lanes which compute the HE dot product. (¢) Lanes comprise individual HE operators.




Experimental Results
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Fig. 11: (a) Power-latency Pareto for ResNet50 DSE. (b) Run time breakdown for each Pareto design point. (¢) Energy and
area breakdown for each Pareto design point.




Experimental Results
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TABLE VI: Performance of running VGG16 and AlexNet on
PT-ResNet50 accelerator. Prt is partials per output CT.

Model Lat(ms) Increase PEs-Lanes OutCT u (K)Prt u

ResNet50 100 0% 8-512 147 50.5
VGGI16 215 59% 16-256 422 595
AlexNet 77 28% 16-128 475 337
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« GateNet: Bridging the Gap between Binarized Neural
Network and FHE Evaluation
« Authors: Cheng Fu et al.

« Published at ICLR 2021 Workshop on Security and Safety in
Machine Learning Systems

 https://aisecure-workshop.github.io/aml-iclr2021/papers/9.pdf




GateNet

- FHE(TFHE) © BNN % §Hfi ¥ % 55
* Projected Time (h) & Z & ITFE

Table 2: Comparison between GateNet with other BNN baselines under TFHE inference.

Gate Other Projected Accuracy

Models Type  ops (Million) popeount XNOR ops’ Time ()" (Top-1 %)
= XNOR-LeNet-5 A 953.26 944.16 5.69 3.40 4236.7 99.2
2] TAPAS A 825.71 745.80 79.62 0.30 3669.8 98.6
Z GateNet-A A 73.56 2043 2.94 50.19 326.9 98.3
= GateNet-S St 0.92 1.40 0.73 7.79 44.1 98.8
ReActNet (Bi-real) (Liu et al. [2020b) S¢i 68187.73 67462.87 610.27 114.58 303056.6 85.8
= DSQ (Gong et al.[]2019 S¢i 68117.27 67462.87 610.27 44.12 3027434 84.1
o DoReFaNet | Sy 68084.23 67462.87 610.27 11.08 302596.6 79.3
= FracBNN-1-bit { g . Sy 5296.66 5205.50 51.6096 39.55 23540.7 85.9
3] GateNel-5-T.0X St 882.13 669.36 54.69 158.08 3920.6 80.5
GateNet-S-1.5x St 2388.38 2028.19 123.07 237.12 10615.0 84.6
GateNet-5-1.5x% S¢ 3454.48 3076.75 137.21 240.51 15353.2 84.1
XNOR-AlexNet (Rastegari et al.||2016 S 281585, s 277384, 2832 ¢ 13704 125149 48.6
= BENN-SB-3 {Zhu et al.| S;; 844756, 832151, 8496 . 4110, 375447,  53.6
Z | ReAciNet (Bi-real (ol J20006) | Sy, 20905, 20678 w1880  040.w0 9201 659
= Bi-RealNet-18 (Liu et al. | 2020a Sgr 20877403 20678, 188 v 012 p 927.8 56.4
._.E GateNel-5-T.00x SJ'J 1.01 w108 0‘45>< T U.{JSX 105 []'48>< 0 4.5 w108 49.8
GateNet-5-2.0x SJ'J 3']S><I'[]:‘ 1‘94><1{}1 [].ngm:: U.()me:: 14‘0><]l]:‘ 61.8

" We report the total execution time through linear projecting based on the evaluation time of average gate (16my on a 2-core CPU).
 Other ops includes pooling / residual / Non-linear function / Batch Normalization.

KYOTO UNIVERSI ¥ The accuracy of other BNN methods do not quantize the f in affine functions. 30
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 FDFB: Full Domain Functional Bootstrapping Towards
Practical Fully Homomorphic Encryption
« Authors: Kamil Kluczniak et al.
« Submitted on 6 Sep 2021 at arxiv
* https://arxiv.org/abs/2109.02731
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FDFB

« TFHE @ Circuit Bootstrapping & LUT Z#L5E L TE&R{L L 7=55
. log 2(t) IFEHE Y MIF
« XD Evaluation Time (& hour H{ii%2 Z & ITFEE

Evaluation Time MNIST-1-f Accuracy MNIST-1-f
loga(?) 6 ‘ 7 ‘ 8 ‘ 9 | 10 ‘ 5 6 | 7 | 8 | 9 | 10| 1
Param.
FDFB:80:6 0.027 0.80 [ 095 | 095 | 095 | 0.80 | 0.60
FDFB:100:6 0.11 0.75 | 0.90 | 0.90 | 0.90 | 0.80 | 0.75
FDFB:80:7 0.08 090 [ 090 | 095 | 095 | 090 | 0.70
FDFB:100:7 0.35 0.90 [ 090 | 0.95 | 0.90 | 090 | 0.80
FDFB:80:8 0.17 085 [ 090 | 095 | 090 | 095 | 0.90
FDFB:100:8 0.76 0.80 [ 095 | 090 | 095 | 095 | 0.90
TFHE:80:2 99.24 135.88 | 177.28 | 225.84 | 289.82 | 392.14 | 082 | 094 | 095 | 095 | 095 | 095
TFHE:100:2 122.18 | 165.9 } 21544 | 274.44 | 351.42 ‘ 46094 | 0.82 | 094 | 095 | 095 | 095 | 095
Evaluation Time MNIST-2- f Accuracy MNIST-2- f
FDFB:80:0 0.14 0.10 [ 020 | 045 | 0.85 | 090 | 0.85
FDFB:100:6 0.23 0.10 [ 020 | 0.70 | 095 | 095 | 0.90
FDFB:80:7 0.37 0.15 [ 025 | 0.85 | 090 | 090 | 0.90
FDFB:100:7 0.65 0.15 [ 030 | 085 | 095 | 090 | 0.85
FDFB:80:8 1.1 0.15 [ 030 | 085 | 090 | 095 | 090
FDFB:100:8 1.8 0.15 [ 030 | 090 | 090 | 095 | 0.95
TFHE:80:2 24.56 33.64 43.88 55.9 71.74 97.08 0.14 [ 022 | 057 | 093 | 093 | 093
TFHE:100:2 33.04 41.06 533 67.94 86.98 114.1 0.14 | 022 | 057 | 093 | 093 | 093

TABLE IV: Time to evaluate the MNIST-1-f and MNIST-2- f neural networks. The time to evaluate the neural networks is
given in hours. Due to extremely high execution times, we only present estimates for TFHE, which we base on Table VI. For
-aceurac show values for f = RelLU, but stress that we can use arbitrary univariate functions without impacting execution
KYOT T Eccurany we STO ) . o A . - . : 32
OTO UNIVERSI time. We discretized the models using a discretization factor 6 = 6 for MNIST-1-f and & = 4 for MNIST-2-f.
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 VVirtual Secure Platform: A Five-Stage Pipeline Processor over
TFHE

« Authors: Kotaro Matsuoka et al.
« Published at: 30th USENIX Security Symposium

« https://www.usenix.org/conference/usenixsecurity21/presentation/
matsuoka
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Virtual Secure Platform
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Table 5: Performance Evaluation Using Hamming

1 . #of . . | #of . o #of
Case # Machine V100 Pipelining? CMUX Memory? cycles Runtime [s] sec./cycle tries
1 No Yes 936 2342.0+13.3 250240014 3
2 AWS c5.metal 0 Yes Yes 1216 2773.0+2.8 2280+0.002 3
3 No No 936 5919.0+£33.1 6324+£0.035 5
4 Saura Koukarvoku | No Yes 936 2232.1+17 238540002 5
5 ¢ ry Yes No 1216 7809.0+458 6.4224+0.038 4
6 Yes Yes 1216  2045.0+4.6 1.682+0.004 5
7 No Yes 936 1455.7+03 1.555+0000 3
'?,
8 AWS p3.8xlarge 4 Yes Yes 1216 979.0+12.5 0.805+0.010 3
9 No No 936 1627.0+42 1.739+£0004 3
10 No Yes 936 1440.0+2.5 1.5384+0.003 3
'?,
1 AWS p3.16xlarge 8 Yes No 1216 1566.0£9.7 1.288+0.008 3
12 Yes Yes 1216  9659+34  0.794+0.003 3
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