X Z A4 F:https://pibvt.net/kernelvm-2025-0511.pdf

Mewz on libkrun

MARBER(@PIBVT)
2025/05/11
Kernel/VM#EZ B @B 110 H



https://pibvt.net/kernelvm-2025-0511.pdf

X7 A4 F:https://pibvt.net/kernelvm-2025-0511.pdf

https://github.com/mewz-project/mewz

M eWwW/ Was ker C:_ O L \ T https://github.com/mewz-project/wasker

Wasker: WebAssembly E 2 —IILA2F 77 b7 PAIVICENT 2 AoT a2 /845
« WASI OO L Z KRS VRILE LTE#RT 5 = U > 75kld WASI B zEETNIFL0

Mewz: 1 0>7f7~/17 I\ 774 AxY >y LEMET S unikernel
e V7K kernel ICT VL FEHTY VI LTENNET S

M | wasm.o App m
3 | Wasm Runtime App m
wasker kernel.elf Guest OS . unikernel MP
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m Host OS Host OS
mewz.o Machine Machine
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“lib”krun = VMM E&EIZET 74 77U & L TRl

o krun_* AP| Z#124t
e Linux kernel LEHF Z 14 7 Z VU (libkrunfw) & L TIRH

/[ Create the configuration context.
ctx_id = krun_create ctx();
if (ctx id < @) {
errno = -ctx_id;
perror("Error creating configuration context");

return -1;

// Configure the number of vCPUs (1) and the amount of RAM (512 MiB).
if (err = krun_set vm config(ctx id, 4, 4896)) {
errno = -err;
perror("Error configuring the number of vCPUs and/or the amount of RAM");

return -1;

https://github.com/containers/libkrun/blob/main/examples/chroot vm.c &

chroot_vm
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Linux zeropage
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Linux zeropage: X VU MBIBFERE/NNT X =22 ®REFT 2 (libkrun DMER=IEDHIATD)

&% https://github.com/torvalds/linux/blob/01f95500a162fca88cefab9edb4cededbafabcl2/arch/x86/include/uapi/asm/bootparam.h#L115-1.163

¥ Mewz |% multiboot protocol @ &IF i
S[E% E820 (F)ABRJgeA X £ Y $HIE) (2 DOWT O AIILT 1L OK e

1. zeropage " E820 = U %k (@ 0x7000 + Ox1E8, u8) % FAHX 5 i;pZ_

2. E820 T v kU (@ 0x7000 + 0x2D0 + 20 * n) Z# BEZE (5 AEN 5

3. type ==1(E820 RAM) ItBIgi A 5L EE D 5

4. Mewz B THIFRIgEA TR E L TXE Y EEZIHML

multiboot & DHEF(QEMU TOENE) IE magic value TIT S

(boot_magic ) {
log.info.print( \n'");
bootinfo @as(*multiboot.BootInfo, @ptrFromInt(boot_params));

E828Entry

printBootinfo(boot_magic, bootinfo);
mem.init(bootinfo);
param.parseFromArgs (util.getString(bootinfo.cmdline));
} {
log.info.print( \n");
info zeropage.parseZeroPageInfo( );
mem. initWithZeroPage(info); 6
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Kernel command-line params
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Virtio Over MMIO
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Kernel params D& %= H & 12 Virtio MMIO 72 7 /84 X 2 #HB{L 9§ %

4.2.2 MMIO Device Register Layout

FL X2 LT~y 7 L CEHRIME
LIZH 5 & 5 IVirtqueue DFERL A 1T S

%Y OFNEAL 1Z Virtio Over PClI 7 /3 X &
A CFIETITH

4.2.3 MMIO-specific Initialization And Device Operation
4.2.3.1 Device Initialization

4.2.3.1.1 Driver Requirements: Device Initialization

The driver MUST start the device initialization by reading and checking values from AfagicValue and Version. If both values are valid, it MUST read Devicelll
and if its value is zero (0x0) MUST abort initialization and MUST NOT access any other register.
Drivers not expecting shared memory MUST NOT use the shared memory registers.

Further initialization MUST follow the procedure described in 3.1 Device Initialization.
4.2.3.2 Virtqueue Configuration

The driver will typically initialize the virtqueue in the following way:

Select the queue by writing its index to QueueSel.

Check if the queue is not already in use: read QueuveReady, and expect a returned value of zero (0x0).

Read maximum queue size (number of elements) from QueveSizeMax. If the returned value is zero (0x0) the queue is not available.
Allocate and zero the queue memory, making sure the memory is physically contiguous.

Notify the device about the queue size by writing the size to QueueSize.

Write physical addresses of the queue’s Descriptor Area, Driver Area and Device Area to (respectively) the QueweDescLow/QueueDescHigh,
QueveDnverow/QueueDrverHigh and QueveDevicel ow/QueveDeviceHigh register pairs.

Write 0x1 to QueueReady.

e m e W

MMIQ virtio devices provide a set of memory mapped control registers followed by a device-specific configuration space, described in the table 4.1.

All register values are organized as Little Endian.

Table 4.1: MMIO Device Register Layout

Name Function

Offset from base Description

Direction

MagicValue Magic value

0x000 0x74726976 (a Little Endian equivalent of the “virt” string).

R

Version Device version number

0x004 0x2. Note: Legacy devices (see 4.2.4 | egacy interface) used 0x1.

R

DevigelD Virtio Subsystem Device ID

0x008 See 5 Device Types for possible values. Value zero (0x0) is used to define a system memory map with placeholder devices at static,

R well known addresses, assigning functions to them depending on user's needs.

Vendor/D Virtio Subsystem Vendor ID

0x00c

R

DeviceFeatures Flags representing features the device supports

0x010 Reading from this register returns 32 consecutive flag bits, the least significant bit depending on the last value written to

R DeviceFeaturesSel. Access to this register returns bits DeviceFeaturesSel = 32 to (DeviceFeaturesSel = 32) + 31, eq. feature bits 0
to 31 if DeviceFeaturesSel is set to 0 and features bits 32 to 63 if DeviceFeaturesSel is setto 1. Also see 2 2 Featurs Bits

DevicefeaturesSel Device (host) features word selection.

0x014 \Writing to this register selects a set of 32 device feature bits accessible by reading from DeviceFeafures.

W

DriverFeatures Flags representing device features understood and activated by the driver

0x020 \Writing to this register sets 32 consecutive flag bits, the least significant bit depending on the last value written to DriverFeaturesSel.

w Access to this register sets bits DnverFeaturesSel = 32 to (DriverFeaturesSel « 32) + 31, eq. feature bits 0 to 31 if
DriverFeaturesSel is set to 0 and features bits 32 to 63 if DriverFeaturesSel is set to 1. Also see 2.2 Feature Bits.

DriverFeaturesSel  Activated {guest) features word selection

0x024 \Writing to this register selects a set of 32 activated feature bits accessible by writing to DriverFeatures.

W

QueueSel Virtqueue index

0x030 Writing to this register selects the virtqueue that the following operations on QueueSizeMax, QueueSize, QueueReady,

W QueueDesclow, QueueDescHigh, QueueDriverlLow, QueveDnverHigh, QueueDevicelow, QueueDeviceHigh and QueveReset
apply to.

QueueSizeMax Maximum virtqueue size

oA

e AL s s sl . .. L _f N __a_% _Ffal_ _—.._.._al_ 4_.t__ i ___.1 A,8,,,,,, [ S Y

https://docs.oasis-open.org/virtio/virtio/v1.3/csd01/virtio-v1.3-csd01. html#x1- 1820002 £
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IR D EZEA GitHub (2 TR

sudo apt install -y passt

git clone --recursive http://github.com/naoki9911/mewz-on-1libkrun

cd mewz-on-1libkrun

docker run --rm -v $(pwd):/work ghcr.io/naoki9911/mewz-on-1libkrun:main /work/build.sh
cd likbrun/examples

sudo LD _LIBRARY_PATH=../lib ./chroot _vm --net=passt dummy dummy

Lwmi

B A A A B A

UART: [LOG INFO]: virtio mmio device detected: addr=0xd@001000 size=0x1000 IRQ=6 vscode %

UART: [LOG INFO]: virtio mmio device detected: addr=0xd®002000 size=0x1000 IRQ=7 SR $ curl localhost:1234
UART: [LOG INFO]: virtio mmio device detected: addr=0xd®0@3000 size=0x1000 IRQ=3 Hello World!wv: code % D

UART: [LOG INFO]: virtio mmio device detected: addr=Bxdf004000 size=0x1660 IR(Q=9

UART: [LOG INFO]: virtio.console: found mmio device

UART: [LOG INFO]: virtio.console: initialized mmic device

UART: [LOG INFO]: virtio.net: found mmio device

UART: [LOG INFO]: mac: 5a:94:ef:ed:c:ee

UART: [LOG INFO]: virtio.net: initialized mmio device

UART: [LOG WARN]: virtio.vsock: not found device

UART: [LOG INFOQ]: virtio.conscle: ctrl port added (port=0)

UART: [LOG INFOQ]: virtio.conscle: port® is specified as a console
VC: [LOG INFO]: wirtio.console: port® is opened

VC: [LOG WARN]: wirtio.console: VIRTIO CONSOLE_RESIZE is ignored
VC: Listening on http://9.0.08.9:1234
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Transparent Socket Impersonation(TSI):

4°Z MIZTCP/IP 2%y 2 %51 ¥, virtio-vsock fZEITHZ @ TCP/IP
ARy 7 %NET %

e passt D &L D HL2<->L4 vy MEEOZEBMAGFEELE W=V 7L
« T AN TCP/IP R&Z vy v &F-Ik{ L=

L4<->L2 L2 /Xy b L2<->L4
TCP/IP .
Y, 7<(§? \\/)7 V':gfs passt = R
. lwlP + X
TAMR 17 libkrun TCP/IP
77 Y 2%
~ TS virtio- Tcp/Udp 7
ARy 7 vsock Proxy

ﬁﬁ
L4~ FAEE DRE LAY Ay 14k

(read, write etc.)
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TSI D =EZE: virtio-vsock

TSI (Z1E virtio-vsock DEEAIMNE — FE [ 7-
« Ty MIHRIGL=/%7 Y FDIRY o 1T HEHE
« BTy MIBIFBNVYEY A 7(—DFN)
« WASI (wasmedge wasi_socket) (3 XFIG

= WASM 77U hvn$ AF_VSOCK =Rl 5

WebAssembly Application

vsock.VsockSocket vsock.VsockSocket vsock.VsockSocket

A
l y $ ;}%g;é; vsock V4w NE

vsock.VsockMuxer

virtio.vsock N WA=

https://pibvt.hateblo.jp/entry/2025/01/07/235839

https://pibvt.hateblo.jp/entry/2025/01/13/004833

VSockA(Client) VSockB(Server)

VIRTIO_VSOCK_OP_REQUEST

VIRTIO_VS50CK_OP_RESPONSE

VIRTIO _VSOCK_OP_CREDIT_REQUEST

VIRTIO VS0CK_OP_CREDIT_UPDATE

WVIRTIO_V50CK_OP_RW

VIRTIO_VS0CK_OP_SHUTDOWN

VIRTIO_VSOCK_OP_RST

I U I W W Y W R
- d_y____ __ ¥ ___|l_¥ __|

—
—
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I |
Guest libkrun Peer : :..' connect(2)
] | 1
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[-=- l
|
|
|
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|

WBER \-’SOCI((SDCK STREAM} % 4k
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|
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1
|
|
|
|
|
|
|
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kernel.linker script = b.path("s
kernel.addAssemblyFile(b.path("
kernel.addAssemblyFile(b.path("
kernel.addobjectFile(b.path("buil:

L
5I¢

L
5

kernel.addCSourceFile(.{ .file:

[LOG INFO]: virtio mmio device detected: addr=0xdeeooese size=0x1000 IRQ=5 — $ curl localhost:1234
[LOG INFO]: virtio mmio device detected: addr=0xdeee1ee® size=0x1008 IRQ=6 Hello World! % D
[LOG INFO]: virtio mmio device detected: addr=0xdeee2eee size=0x1000 IRQ=7

[LOG INFO]: virtio mmio device detected: addr=0xdeee3eee si TRQ=8

[LOG INFO]: virtio mmio device detected: addr=6xdeee4eee size=0x1008 IRQ=9

[LOG INFO]: virtio.console: found mmio device

[LOG INFO]: virtio.console: ctrl port added (port=e)

[LOG INFO]: virtio.console: initialized mmio device

[LOG INFO]: virtio.vsock: found mmio device

[LOG INFO]: virtio.vsock: guest CID is 3

[LOG INFO]: virtio.vsock: initialized mmio device

[LOG INFO]: virtio.console: port® is specified as a console
[LOG INFO]: virtio.console: porte is opened

[LOG WARN]: virtio.console: VIRTIO CONSOLE RESIZE is ignored
Listening on http://0.9.0.0:1234
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e libkrun Z AWNITEZ(Z Mewz 28X 5 2 & A A]AE
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