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 OS: Ubuntu 25.04

e Linux Kernel: 6.14.6

Z& 3k

« eBPF®DRootlessa > T+ TOIAHDAJEEMEIZ D W TN T AT
https://zenn.dev/yutarohayakawa/articles/d8dc9992d9604e

e eBPF EADI=HDLF 1Y) T 45T
https://speakerdeck.com/kentatada/security-for-introducing-ebpf

« eBPF Security Threat Model

https://www.linuxfoundation.org/hubfs/eBPF/ControlPlane%20—
%20eBPF%20Security%20Threat%20Model.pdf
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« Socket: Raw socket TO 7 4 L&Y v I

« XDP,SKB, TC TD /Xy bD 7 4 ILRY v 7 XRHRE

e Lightweight Tunnel: k>3 U > 7T 5 7L —LT—7
c fL=I VIR

« Kprobe, Tracepoint: 1 — X I/ILANEDZFEBEIZ b L — X

e Uprobe: 21— -0t XDZEE% b L —X

e cgroup: cgroup EfI T SKB %> Socket M =& % &)1

=2 https://docs.ebpf.io/linux/program-type/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
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eBPF O 5%
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« XDP,SKB, TC TD /Xy bD 7 4 ILRY V7 XRHRE
e Lightweight Tunnel: k>3 U > 7T 5 7L —LT—7
c bL—=V TR
« Kprobe, Tracepoint: 1 —%IILRNELDOEE)Z L — X
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e cgroup: cgroup EfI T SKB %> Socket M =& % &)1
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eBPF &11E D% . (Socket)

Socket (XL T eBPF 7B 7 7 L% 7 X vF9 5 linux/samples/bpf/sockex] % #|H
e eBPF 7O L: Xy fREAT Y FL. MAP (ZHEHR
o User: RAW SOCKET (Z attach L. bpf maphoh o> b &xFAHE L

struct { snprintf(filename, sizeof(filename), "%s kern.o”, argv[0]):
uint(type, BPF MAP TYPE ARRAY);
type (key, u32); obj = bpf object open file(filename, NULL):
type(value, long); if (Libbpf get error(obj))
uint(max entnes 256) ; return 1;
} my map SEC(".maps™);
SEC("socket1”) prog = bpf object next program(obj, NULL):
int bpf progl(struct sk buff :*skb) bpf program set type(proa, BPF PROG TYPE SOCKET FILTER):
{
int index = load byte(skb, ETH HLEN + offsetof(struct iphdr, protocol)); err = bpf object load(obj):
long +#value; it (err)
't (skb->pkt type |= PACKET OUTGOING) return 1;
return 0; .
prog fd = bpf program fd(prog);
value = bpf map lookup elem(&my map, &index); map fd = bpf object find map fd by name(obj, “my map”);
if (value)
sync fetch and add(value, skb->len); sock = open raw sock("[o");
) return 0; assert(setsockopt(sock, SOL SOCKET, SO ATTACH BPF, tprog fd,
char license[] SEC("license”) = "GPL"; sizeof(prog fd)) == 0);
https://elixir.bootlin.com/linux/v6.14.6/source/samples/bpf/ https://elixir.bootlin.com/linux/v6.14.6/source/sam

9

sockex1 kern.c ples/bpf/sockex] user.c
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eBPF 7’0027 2 L811F D7 #1.(Socket)

User ® 7 A Z L i@ﬂ’ﬂ:ﬁ@%}%@ﬁ?

[eBPF Z 5 720 ICIEIE WIERAE, &) H AT HEET]
-ﬁx%%:%m@@%ﬁ5=Uz7wﬁéﬁmﬁ
ETTEIVLHERNERINSZ DA ?

\HﬂH

5 ./sockexl
libbpf: Failed to bump RLIMIT_MEMLOCK (err = —-EPERM), you might need to do i
t explicitly! .
libbpf: Error in bpf_object__probe_loading(): -EPERM. Couldn't load trivial — —fxa1—Y—
BPF program. Make sure your kernel supports BPF (CONFIG_BPF_SYSCALL=y) and/o NCEEIFAYAAN
r that RLIMIT_MEMLOCK is set to big enough value
Llibbpf: failed to lnad object './sockexl_kern.o'

$ sudo ./sockexl
TCP @ UDP @ ICMP G bytes
TCP 184 UDP @ ICMP 196 bytes «— #%ﬁ%:l——ff——
TCP 184 UDP @ ICMP 392 bytes A58 <
TCP 585 UDP @ ICMP 588 bytes
TCP 585 UDP © ICMP 784 bytes 10
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E D1 (Socket)

\Irnl\

eBPF 7070 2 A

BPF_PROG_LOAD ' EPERM(Operation not permitted) T4k

openat(AT_FDCWD, "/sys/fs/bpf", O_RDONLY|O_DIRECTORY) = -1 EACCES (Permission denied)

bpf(BPF_PROG_LOAD, {prog_type=BPF_PROG_TYPE_SOCKET_FILTER, insn_cnt=2, insns=0x7fff839e19U40, license="GPL", log_level=0, log_size=0, 1
og_buf=NULL, kern_version=KERNEL_VERSION(®, ©, 0), prog_flags=0, prog_name="", prog_ifindex=0, expected_attach_type=BPF_CGROUP_INET_IN
GRESS, prog_btf_fd=0, func_info_rec_size=0, func_info=NULL, func_info_cnt=0, line_info_rec_size=0, line_info=NULL, line_info_cnt=0, at

tach_btf_id=0, attach_prog_fd=0, fd_array=NULL}, 148) = -1 EPERM (Operation not permitted)

prlimit64(®, RLIMIT_MEMLOCK, {rlim_cur=RLIM6L4_INFINITY, rlim_max=RLIM64_INFINITY}, NULL) = -1 EPERM (Operation not permitted)

write(2, "libbpf: Failed to bump RLIMIT_ME"..., 90Llibbpf: Failed to bump RLIMIT_MEMLOCK (err = -EPERM), you might need to do it explic
itly!

) = 960

__sys_bpf(Q) {
bpf_check_uarg_tail_zero();
check_object_size() {

ftrace T sys bpf DMUOHLZ L —X e D)
— bpf _prog load() THERF = v 7 HED a0

"bpf_token_capable()’ ety capabteO
“ ” cap_capable();

* “ns_capable() o

ns_capable() {

H1cYHBERLTWE S 6 et !
}

}
}

sudo trace-cmd record -p function_graph -g  sys bpf sudo -u naoki ./sockexl trace-cmd report —t > trace.log ) bpf_token_put();



https://pibvt.net/s/zUEhT3GJrUc

X 74 K:https://pibvt.net/s/zUEhT3GJrUc

bpf prog load IZH T 51

bpf_cap = bpf_token_capable(token, CAP_BPF);
err = -EPERM;

if (!IS ENABLED(CONFIG HAVE EFFICIENT UNALIGNED ACCESS) &&
(attr->prog_flags & BPF_F_ANY_ ALIGNMENT) &&
lbpf_cap)
goto put_token;

/% Intent here is for unprivileged bof disabled to block BPF program
* creation for unprivileged users, other actions depend
* on fd availability and access to bpffs, so are dependent on
* object creation success. Even with unprivileged BPF disabled,
* capability checks are still carried out for these
* and other operations.
if (sysctl_unprivileged bpf disabled && !bpf_cap)
goto put token;

if (attr->insn_cnt == 0 ||
attr—>insn_cnt > (bpf_cap 7 BPF_COMPLEXITY_LIMIT_INSNS : BPF_MAXINSNS)) {
err = -E2BIG;
goto put_token;

}
if (type != BPF_PROG_TYPE_SOCKET FILTER &&
type != BPF_PROG_TYPE_CGROUP_SKB &&
'bpf_cap)
goto put_token;

it (is_net_admin_prog_type(type) && !bpf_token_capable(token, CAP_NET_ADMIN
goto put_token;

if (is_perfmon_prog_type(type) & !bpf token capable(token, CAP_PERFMON))
goto put_token;

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#L 2740

RTF Ty U

“token” A' CAP_BPF Z#HFOhF T v ¥

| sysctl_unprivileged_bpf_disabled != “0”
7D bpf_cap == NULL 7& % EPERM

:|> —E8D Program type IR L TH AT

”} Program type (Z/5 C TEMDIERF = v 7

12
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bpf prog load IZH T 51

RTF Ty U

bpf_cap = bpf_token_capable(token, CAP_BPF);
err = -EPERM;

“token” A' CAP_BPF Z#HFOhF T v ¥

if (!IS ENABLED(CONFIG HAVE EFFICIENT UNALIGNED ACCESS) &&
(attr->prog_flags & BPF_F_ANY_ ALIGNMENT) &&
lbpf_cap)
goto put_token;

/% Intent here is for unprivileged bof disabled to block BPF program
* creation for unprivileged users, other actions depend
* on fd availability and access to bpffs, so are dependent on
* object creation success. Even with unprivileged BPF disabled,
* capability checks are still carried out for these
* and other operations.
if (sysctl_unprivileged bpf disabled && !bpf_cap)
goto put token;

if (attr->insn_cnt == 0 ||
attr—>insn_cnt > (bpf_cap 7 BPF_COMPLEXITY_LIMIT_INSNS : BPF_MAXINSNS)) {
err = -E2BIG;
goto put_token;

}
if (type != BPF_PROG_TYPE_SOCKET FILTER &&
type != BPF_PROG_TYPE_CGROUP_SKB &&
'bpf_cap)
goto put_token;

if (is_perfmon_prog_type(type) & !bpf token capable(token, CAP_PERFMON))

| sysctl_unprivileged_bpf_disabled != “0”
7D bpf_cap == NULL 7& % EPERM

} _%Bd) Program type L;H&EBE@: [./T:E)ﬁiﬁf[j_'

if (is_net_admin prog_type(type) && !bpf token capable(token, CAP_NET ADMIN)) _ o N _
goto put_token; :|> Program type 12 C TEMDIERF v 7

goto put_token;

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#L 2740

13
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bpf token capable (ZF5 (T A ALE

bpf_token OFHIZ & V) It
» bpf _token #EL: KX F®D UserNS(init_user_ns) T capability zF = v 7

e bpf_token B V) : bpf token (Z#tD < UserNS T capability zF = v 7
X CAP_SYS_ADMIN MM E5 N TWBIHE(IIE%H capability 7% &£ /XX 9 5

bool bpf token capable(const struct bpf token *token, int cap)

{
struct user_namespace *userns;

/% BPF token allows ns_capable() level of capabilities
userns = token 7 token->userns : &init _user ns;
if ('bpf ns_capable(userns, cap))
return false;
if (token && security bpf token capable(token, cap) < 0)
return false:;
return true;

}

static bool bpf ns capable(struct user namespace *ns, int cap)
{

}
https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/token.c#L.16

return ns capable(ns, cap) || (cap != CAP SYS ADMIN && ns capable(ns, CAP SYS ADMIN));

14
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bpf prog load [CH

bpf_cap = bpf_token_capable(token, CAP_BPF);
err = -EPERM;

if (/TS _ENABLED(CONFIG HAVE EFFICIENT UNALIGNED ACCESS) 8&&
(attr->prog_flags & BPF_F_ANY_ ALIGNMENT) &&
lbpf_cap)
goto put_token;

LY

X7 A4 F:https://pibvt.net/s/zUEhT3GJrUc
ERTF Ty T

“token” A' CAP_BPF Z#HFOhF T v ¥

/% Intent here is for unprivileged bof disabled to block BPF program
* creation for unprivileged users, other actions depend
* on fd availability and access to bpffs, so are dependent on
* object creation success. Even with unprivileged BPF disabled,
* capability checks are still carried out for these
* and other operations.
if (sysctl _unprivileged bpf disabled && !'bpf_cap)
goto put token;

| sysctl unprivileged bpf disabled != “@”
7D bpf_cap == NULL 7& % EPERM

if (attr->insn_cnt =0 ||

attr-—>insn_cnt > (bpf_cap ? BPF_COMPLEXITY LIMIT INSNS : BPF MAXINSNS)) {

err = -E2BIG;
goto put_token;

}
if (type != BPF_PROG_TYPE_SOCKET FILTER &&
type != BPF_PROG_TYPE_CGROUP_SKB &&
'bpf_cap)
goto put_token;

goto put_token;

if (is_perfmon_prog type(type) && !bpf token_capable(token, CAP_PERFMON))

} _%Bd) Program type L;H&EIKEZI [./T:Bﬁiﬁf[j_'

if (is_net admin prog type(type) && 'bpf token capable(token, CAP_NET ADMIN)) _ . . —
} Program type (Z/5 C TEMDIERF = v 7

goto put_token;

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#L.2740 15
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unprivileged bpf disabled (T DU

JEFFE L — Y I & % bpf(2) MO L =HIRT % (0: 5 F], 1,2: #£E)

5% eBPF OR2MEICH T 3 87 (CVE-2020-8835 =F)
- ZBT A AN E2—2 3y TCHRRHLIESZT 7 4L MIC
« https://discourse.ubuntu.com/t/unprivileged-ebpf-disabled-by-default-for-ubuntu-20-04-Its-18-04-Its-16-04-esm/27047

« https://www.suse.com/ja-ip/support/kb/doc/?id=000020545
unprivileged bpf disabled

Writing 1 to this entry will disable unprivileged calls to bpf(); once disabled, calling bpf() without
CAP_SYS_ADMIN or CAP_BPF will return -EPErM. Once set to 1, this can’t be cleared from the running kernel

anymore.

Writing 2 to this entry will also disable unprivileged calls to bpf(), however, an admin can still change
this setting later on, if needed, by writing 0 or 1 to this entry.

If BPF_UNPRIV_DEFAULT_OFF is enabled in the kernel config, then this entry will default to 2 instead of 0.

0 | Unprivileged calls to bpf() are enabled

1 | Unprivileged calls to bpf() are disabled without recovery

2 | Unprivileged calls to bpf() are disabled

https://docs.kernel.org/admin-guide/sysctl/kernel.html#unprivileged-bpf-disabled 10
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bpf prog load ICH T HERF =« v 7

bof cap = bpf token capable(token, CAP BPF); “token” H' CAP BPF Z FO>HhF v
err = ~EPERM; -

if (/TS _ENABLED(CONFIG HAVE EFFICIENT UNALIGNED ACCESS) 8&&
(attr->prog_flags & BPF_F_ANY_ ALIGNMENT) &&
lbpf_cap)
goto put_token;

/% Intent here is for unprivileged bof disabled to block BPF program
* creation for unprivileged users, other actions depend
* on fd availability and access to bpffs, so are dependent on

* object creation success. Even with unprivileged BPF disabled, SysS ctl unpr‘ivileged bp-[-' disabled = “@”
* capability checks are still carried out for these — — - < )
* and other operations. VAN bp'F cap == NULL 7% » EPERM

if (sysctl _unprivileged bpf disabled && !'bpf_cap)
goto put_token;

if (attr->insn_cnt =0 ||
attr—>insn_cnt > (bpf_cap 7 BPF_COMPLEXITY_LIMIT_INSNS : BPF_MAXINSNS)) {
err = -E2BIG;
goto put_token;

if (type != BPF_PROG_TYPE_SOCKET FILTER && N Y
’%g? ;p?PF_PROG_TYPE_CGROUP_SKB && — ELB D) P rog ram ty pe Li 4&% IZE 7‘3: L < :E) %J'_l'_. 17

goto put_token;

if (is_net_admin_prog type(type) && !'bpf_token capable(token, CAP_NET ADMIN)) _ o N _
g0t0 put_token: } Program type (Z/5 C TEMDIERF = v 7

if (is_perfmon_prog type(type) && !bpf token_capable(token, CAP_PERFMON))
goto put_token;

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#L.2740 17
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Program type Z & DR T AIELR

static bool is net admin prog type(enum bpf_prog type prog type)

Program type (25 U CEBHN capability ZZ3RK 1 switer oros twe) <
case BPF_PROG_TYPE_SCHED_CLSE
« XDP, SK_*, SCHED_*, LWT_*FD v b7 —7 % Case BPE PROG TYPE 0P
case BPF_PROG_TYPE LWT IN:

— CAP_NET_ADMIN case BPF_PROG TYPE LWT OUT:

cese BPE PROG TIPE LT IT:
Varaw ~ N AN -
- KPROBE, TRACEPOINT £ b L —> > & co BPF PROG TV SC S5
BPF_PROG TYPE SK MSG:
— CAP_PERFMON Case BPF PROG TYPE FLON DISSECTOR:
case BPF PROG TYPE CGROUP DEVICE:

case BPF_PROG_TYPE_CGROUP_SOCK:
case BPF_PROG TYPE CGROUP SOCK ADDR:

?tatic bool is perfmon prog type(enum bpf prog type prog type) case BPF PROG_TYPE CGROUP SOCKOPT:
switch (prog.tye) { case BPF_PROG TYPE CGROUP SYSCTL:
case. BPF. PROG. TYPE KPROBE: case BPF PROG TYPE SOCK OPS:
case BPF PROG TYPE TRACEPOINT: case BPF PROG TYPE EXT: /* extends any prog */
case BPF_PROG_TYPE PERF EVENT: case BPF PROG TYPE NETFILTER:
case BPF_PROG TYPE RAW TRACEPOINT: | return true:
i B T I Rl cse. 98 PRI VP C5R0P 10
case BPF_PROG_TYPE LSM: /% always unoriv ¥
case BPF PROG TYPE STRUCT OPS: /* has access to struct sock #/ case BPF PROG TYPE SK REUSEPORT:
case BPF_PROG TYPE EXT: /* extends any prog #/ /% equivalent to SOCKET FILTER. need CAP BPF only */
return true; default:
default: e Talse: return false;
} return raise; }
} }

https://elixir.bootlin.com/linux/v6.14.6/source/ke

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#L2719

rnel/bpf/syscall.c#L.2688 18
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unprivileged bpf disabled=0 7355

PROG_TYPE_SOCKET FILTER |FENNHERR & ZE 3k L 720
« CAP_BPF #E L THEFA] SN 5457k PROG_TYPE
« CAP_NET_ADMIN, CAP_PERFMON H ZE3K 4175 L»

N + ° 3 Lk, T Ctyoe |- BPF PROG TYPE SOCKET FILTER c¢
3 IECH'TE / U 2 X C :E) 7/|(IJ ] I:'J Bt | tgpg - ?PF:PROG:TYPE:CGROUP:SKB )
'DpT_Ccap

> CAP_NET_RAW (& Raw socket A 900 put_token;

if (is_net_admin_prog_type(type) && !bpf_token_capable(token, CAP_NET ADMIN))
goto put_token;

if (is_perfmon_prog_type(type) && !bpf_token_capable(token, CAP_PERFMON))
goto put_token;

https://elixir.bootlin.com/linux/v6.14.6/sour
ce/kernel/bpf/syscall.c#L.2740

naoki@ :~/linux-6.14.6/samples/bpf$ echo @ | sudo tee /proc/sys/kernel/unprivileged_bpf_disabled
0

naoki@ :~/linux-6.14.6/samples/bpf$ sudo setcap cap_net_raw+ep ./sockexl

naoki@ :~/linux-6.1U.6/samples/bpf$ ./sockexl

TCP © UDP @ ICMP O bytes

TCP © UDP 0 ICMP 196 bytes
TCP © UDP @ ICMP 392 bytes
TCP © UDP @ ICMP 588 bytes
TCP 0 UDP O ICMP 784 bytes
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CAP_BPF =159 2355

unprivileged bpf disabled = 1 or 2 =% DX F TIIH]
CAP BPF Z {54 NIXFFET7 At X THH|HAJEE

naoki@ :~/1linux-6.14.6/samples/bpf$ echo 2 | sudo tee /proc/sys/kernel/unprivileged_bpf_disabled

pi
naoki(@ :~/1linux-6.14.6/samples/bpf$ ./sockexl
libbpf: Failed to bump RLIMIT_MEMLOCK (err = -EPERM), you might need to do it explicitly!
libbpf: Error in bpf_object__probe_loading(): -EPERM. Couldn't load trivial BPF program. Make sure your kernel supports
BPF (CONFIG_BPF_SYSCALL=y) and/or that RLIMIT_MEMLOCK is set to big enough value.
libbpf: failed to load object './sockexl_kern.o'
naoki@ :~/linux-6.14.6/samples/bpf$ sudo setcap|cap_bpf,ap_net_raw+ep ./sockexl
naoki(@ :~/linux-6.14.6/samples/bpf$ ./sockexl
TCP 0 UDP @ ICMP © bytes
TCP © UDP © ICMP 196 bytes
TCP © UDP ©@ ICMP 392 bytes
TCP 0 UDP @ ICMP 588 bytes
TCP © UDP 0 ICMP 784U bytes
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Map DFERLIZES 514

ERR7% Map (£ CAP_BPF TYERKFIAE
XML > TIXENMDERA NE
4% “BPF_MAP_TYPE_ARRAY" % F|
— CAP_BPF 727 CENMET %

struct {
uint(type,
type (key, USE™
type(value, long):
uint(max entries, 256)
} my map SEC(".maps”);

SEC("socket1”)
int bpf progl(struct sk buff =xskb)

{
int index = load byte(skb, ETH HLEN + offsetof(struct iphdr, protocol));
long *value;

e L L L T,

https://elixir.bootlin.com/linux/v6.14.6/source/samples/bpf/sockex] kern.c

https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/syscall.c#.1318

if (sysctl_unprivileged_bpf disabled && !bpf_token_capable(token, CAP_BPF))

goto put_token;

/% check privileged map type permissions */
switch (map_type) {
case BPF_MAP_TYPE_ARRAY:
case BPF_MAP_TYPE PERCPU_ARRAY:
case BPF_MAP_TYPE_PROG_ARRAY:
case BPF_MAP TYPE PERF EVENT ARRAY:
case BPF_MAP_TYPE CGROUP_ARRAY:
case BPF_MAP_TYPE_ARRAY_OF MAPS:
case BPF_MAP_TYPE_HASH:
case BPF_MAP_TYPE PERCPU_HASH:
case BPF_MAP_TYPE_HASH OF MAPS:
case BPF_MAP_TYPE RINGBUF:
case BPF_MAP_TYPE_USER_RINGBUF:
case BPF_MAP_TYPE_CGROUP_STORAGE:
case BPF_MAP_TYPE PERCPU_CGROUP_STORAGE:
J% unprivileged ®/
break;
case BPF_MAP_TYPE SK_STORAGE:
case BPF_MAP_TYPE_INODE_STORAGE:
case BPF_MAP_TYPE_TASK_STORAGE:
case BPF_MAP_TYPE CGRP_STORAGE:
case BPF_MAP_TYPE_BLOOM_FILTER:
case BPF_MAP TYPE LPM TRIE:
case BPF_MAP_TYPE_REUSEPORT SOCKARRAY:
case BPF_MAP_TYPE_ STACK_ TRACE:
case BPF_MAP_TYPE QUEUE:
case BPF_MAP_TYPE_STACK:
case BPF_MAP_TYPE_LRU_HASH:
case BPF_MAP_TYPE LRU PERCPU HASH:
case BPF_MAP_TYPE_STRUCT_OPS:
case BPF_MAP_TYPE_CPUMAP:
case BPF_MAP TYPE ARENA:
if (!bpf_token_capable(token, CAP_BPF))
goto put_token;
break;
case BPF_MAP_TYPE_SOCKMAP:
case BPF_MAP_TYPE SOCKHASH:
case BPF_MAP_TYPE_DEVMAP:
case BPF_MAP_TYPE_DEVMAP_HASH:
case BPF_MAP_TYPE_ XSKMAP:

if (!bpf_token_capable(token, CAP_NET_ ADMIN))

goto put_token;
break;
default:

WARN(1, "unsupported map type %d”, map_type);

goto put_token;
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Map DIRVEIZ N E 75 FESR

Map D12/EIZEI L Tk CAP BPF |ZMEA W(IET)

}2{E: BPF_MAP_{LOOKUP, UPDATE, DELETE} ELEM

¥ Map OFEHERE TILEBINERDAMERIGENH S

BPF GET OBJ % f{£535%&: BPF FS IZ pin a7 74 )LD RW &R T HE
— FAD7AERND ??Eﬂf'C%%f-&b MountNS #Y] 1) DBEE T XX

@ ~/ebpf-meetup/map$ sudo ./creator
Map created quLLeqqfullv (fd 3)
Map pinned to /sys/fs/bpf/my pinned map
Added initial element kev—l value=12345
@ s~/ ebp tup/map$ sudo chmod 755 /sys/fs/bpf
@ I 1ap$ sudo chmod 666 /sys/fs/bpf/my pinned map
@ . 1ap$ 1s -1 /sys/fs/bpf/my pinned map
-rw-rw-rw- 1 root rnnt 12:45 /sys/fs/bpf/my pinned map
@ i~/ -meetup/map$ ./reader

Opened pinned map frnm quq/fq/bpffmv pinned map (fd: 3)

Lookup for key 1: Found value 12345

Updating map with key 2, value 56789...

Successtully updated map for key 2.

Lookup for key 2: Found value 56789 29
Lookup for key 99: Key not found (as expected)
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eBPF O 5%

eBPF OERMEEIZIZIEICHTZS
Xy bF7—0%
-IMkei: Raw socket TO 7 4 IR > T

ot XDP, SKB, TC TD/XT >y b D7 4 IR Y v TOHE
o Lightweight Tunnel: > 2 U ZICBBT 2 7L —L T —7
c fL=2V TR
« Kprobe, Tracepoint: 1 — X I/ILANEDZFEBEIZ b L — X
e Uprobe: 21— -0t XDZEE% b L —X
e cgroup: cgroup EfI T SKB %> Socket M =& % &)1

=% https://docs.ebpf.io/linux/program-type/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
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DP

XDP (& CAP_BPF+CAP_NET_ADMIN TEj< |

—>Z 5 EZESHE N D

naoki@ :~/linux-6.14.6/samples/bpf$ sudo setcap cap_bpf,cap_net_admin+ep ./xdp_adjust_tail
naoki@ :~/linux—6.14.6/samples/bpf$ ./xdp_adjust_tail -S -i lo

libbpf: prog '_xdp_icmp': BPF program load failed: -EACCES
libbpf: prog '_xdp_icmp': -- BEGIN PROG LOAD LOG —-
0: Rl=ctx() R1O=Ffp0O

®~--

: (b)) wo = 1 ; RO_w=1

[

(61) r3 = *(u32 *)(rl +4)

N =-

(61) r2 = *(u32 *)(rl +0)
if (eth + 1 > data_end) @ xdp_adjust_tail_kern.c:1u5
: (bf) rd = r2
(07) r4 += 14
: (2d) if r4d > r3 goto pc+l2l
h_proto = eth—->h_proto; @ xdp_adjust_tail_kern.c:148

(71) rd = *(u8 *)(r2 +12)

(71) r5 = *(u8 *)(r2 +13)

; Ru_w=pkt(off=14,r=0)

aE w--

1

6:
T:
8:
9:

min32=0, smax=umax=smax32=umax32=0xffff K var_off=(0x0; Oxffff))
10: (bu) wo = 2 ; RO_w=2

; if (h_proto == htons(ETH_P_IP)) @ xdp_adjust_tail_kern.c:150

11: (56) if w5 != 0x8 goto pc+ll5 ; R5_w=8

; int pckt_size = data_end - data; @ xdp_adjust_tail_kern.c:125

12: (lc) w3 —= w2
R3 pointer -= pointer prohibited

int _xdp_icmp(struct xdp_md *xdp) @ xdp_adjust_tail_kern.c:138

; R2_w=pkt(r=0) RU_w=pkt(r=0)

void *data_end = (void *)(long)xdp->data_end; @ xdp_adjust_tail_kern.c:140
; Rl=ctx() R3_w=pkt_end()

void *data = (void *)(long)xdp—>data; @ xdp_adjust_tail_kern.c:14l

; Rl=ctx() R2_w=pkt(r=0)

; R3_w=pkt_end() R4_w=pkt(off=14,r=14)

; R2_w=pkt(r=14) RU_w=scalar(smin=smin32=0, smax=umax=smax32=umax32=255,6var_off=(0x0; Oxff))

; R2_w=pkt(r=14) R5_w=scalar(smin=smin32=0, smax=umax=smax32=umax32=255,var_off=(0x0; Oxff))
(64) whb <<= 8 ; R5_w=scalar(smin=smin32=0, smax=umax=smax32=umax32=0xff00,var_off=(0x0; 0xff00))

(4c) w5 |= wd ; Rd_w=scalar(smin=smin32=0, smax=umax=smax32=umax32=255, var_off=(0x0; Oxff)) R5_w=scalar(smin=s

processed 13 insns (limit 1000000) max_states_per_insn 0 total_states 0 peak_states 0 mark_read ©

-— END PROG LOAD LOG --
libbpf: prog '_xdp_icmp': failed to load: —-EACCES
libbpf: failed to load object './xdp_adjust_tail_kern.o'

https://elixir.bootlin.com/linux/v6.14.6/source/samples/bpf/xdp adjust tail kern.c
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N1E DAL (XDP

eBPF 7070 2 A

\Irnl\

Y55 or CAP_BPF+CAP_NET_ADMIN+CAP PERFMON 73 5 8f <

naoki@ :~/linux-6.14.6/samples/bpf$ sudo ./xdp_adjust_tail -S -i lo
icmp "packet too big" sent: @ pkts

“Cnaoki@ :~/linux—-6.14.6/samples/bpf$ sudo setcap cap_bpf,cap_net_admin,cap_perfmon+ep ./xdp_adjust_tail
naoki@ :~/1linux-6.14.6/samples/bpf$ ./xdp_adjust_tail -S -i lo
icmp "packet too big" sent: 0 pkts

Verifier DZEEH Capablllty IZICC CERDIGEDDH D

: i R5_ =0, smax=umax=smax ;
9 (Hc) w5 |— wil 1 RUd_w=scalar(smin=smin32= 0 smax=umax=smax32=umax32=255, var_off=(0x0; GxFF)) R5_w=scalar(smin=s
min32=0, smax=umax=smax32=umax32=0xffff, var_off=(0x0; Oxffff))
10: (bﬂ) wo = 2 ;7 RO_w=2
; if (h_proto == htons(ETH_P_IP)) @ xdp_adjust_tail_kern.c:150
11: (56) if w5 != Ox8 goto pc+ll5s ; R5_w=8
; int pckt_size = data_end - data; @ xdp_adjust_tail_Kern.c:125

12 (1) w2 —= w?

R3 pointer -= pointer prohibited

processed 13 insns (limit 1000000) max_states_per_insn 0 total_states 0 peak_states © mark_read 0
—— END PROG LOAD LOG —-

libbpf: prog '_xdp_icmp': failed to load: —-EACCES

Libbpf: failed to load object './xdp_adjust_tail_kern.o'
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VAR N
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X 74 K:https://pibvt.net/s/zUEhT3GJrUc
\\ / ——
L AFEEF)DIELN

HFTA T a3 A EFERE

=2 https://mmi.hatenablog.com/entry/2018/02/02/003325

A VR, ARy JREEDF v 7
CAP_PERFMON = #fDi5a. 9 N THEML

= Verifier "EWVEEZ 1T

— BEBIRBEZ{T>TWERWEE

env—>al low ptr_leaks = bpf_allow ptr_leaks(env—>prog—>aux—>token);

env—>allow uninit stack = bpf allow uninit stack(env->prog—>aux—>token);

env—>bypass spec v1 = bpf bypass spec v1(env-—>prog—>aux—>token);
env->bypass spec v4 = bpf bypass spec v4(env->prog—>aux—>token);

‘BB

env—>bpf capable = is priv = bpf token capable(env—>prog—aux—>token, CAP_BPF);
https://elixir.bootlin.com/linux/v6.14.6/source/kernel/bpf/veri

fier.c#L.23110

static inline bool bpf allow ptr_leaks(const struct bpf token *token)
{

}

return bpf_token capable(token, CAP_PERFMON);

?tatic inline bool bpf_allow uninit stack(const struct bpf_token *token)

}

return bpf_token capable(token, CAP_PERFMON);

static inline bool bpf_bypass_spec vi(const struct bpf_token *token)
{

}

return cpu_mitigations off() || bpf token capable(token, CAP_PERFMON):;

static inline bool bpf bypass spec v4(const struct bpf token *token)
{

}

return cpu_mitigations_off () || bpf_token_capable(token, CAP_PERFMON):;

https://elixir.bootlin.com/linux/v6.14.6/source/include/linux/

bpf.h#L2409
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5 D= LY

commit 2c78ee898d8f10ae6fb2fa23a3fbaec96blb7366
//\\I\ P Author: Alexei Starovoitov <ast@kernel.org>
+ N 0) I,TL% A Date: Wed May 13 16:03:54 2020 -0700
. -
CAP_PERFMON' :l: = Implement permissions as stated in uapi/linux/capability.h
— | == \,\ N — In order to do that the verifier allow_ptr_leaks flag is split
jj Z\ }I/ O) )< :E ) % pJL /Z\ ZZ 75 % %) 7(:- &5\ into four flags and they are set as:
“ {J %“ \ env->allow_ptr_leaks = bpf_allow_ptr_leaks();
= .E \"E}FD L/ T \' %) env->bypass_spec_vl = bpf_bypass_spec_v1();
env->bypass_spec_vl = bpf_bypass_spec_vi();

™ CAP N E T ADMI N . env—>bpf_capable = bpf_capable();
BN OP SN =B ook AN A IR RBOM  ..:.ic.o anc reaiing Hersct memory via side chammet atescks o voughly

equivalent to reading kernel memory with cap_perfmon.

l ‘
\ N
~

<
(]
(|\:
N
Umi

CAP PERFMON O

bpf: Implement CAP_BPF

'bpf_capable' enables bounded loops, precision tracking, bpf to bpf calls and
other verifier features. 'allow_ptr_leaks' enable ptr leaks, ptr conversions,
subtraction of pointers. 'bypass_spec_vl' disables speculative analysis in the

Nt
—> Verlfl er j— % ¢ﬁ§ O) ]E L \ :é) /E\&b verifier, run time mitigations in bpf array, and ena[ale; indirect.varj:.able

access in bpf programs. 'bypass_spec_vld' disables emission of sanitation code

M\EHE1EBE7’& capability DT 5HEE A

That means that the networking BPF program loaded with CAP_BPF + CAP_NET_ADMIN
will have speculative checks done by the verifier and other spectre mitigation
applied. Such networking BPF program will not be able to leak kernel pointers
and will not be able to access arbitrary kernel memory.

Signed-off-by: Alexei Starovoitov <ast@kernel.org>
Signed-off-by: Daniel Borkmann <daniel@iogearbox.net>
Link: https://lore.kernel.org/bpf/20200513230355.7858-3-alexei.starovoitov@gmail

https://lore.kernel.org/bpf/20200513230355.7858-3-alexei.starovoitov@gmail.com/ o
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iproute2 IZ X 20— FDiHFE

sudo ip link set.. TXDP 7O/ 7 LZ0—KL725{E., T7—&Rni0n
capsh(1) T CAP_PERFMON,CAP_SYS _ADMIN % drop L 7=3Z&. Verifier CZ 7 —& 74 %

@ i~/ 1 4 p bpt$ sudo capsh --drop=cap perfmon,cap sys admin -- -bash -c¢ "ip link set dev lo xdpgeneric obj xdp adjust tail kern.o sec xdp icmp"
libbpf: prog ' xdp icmp': BPF program load failed: Permission denied
libbpf: prog ' xdp icmp': -- BEGIN PROG LOAD LOG --
Rl=ctx() Ri1e=fpe
int xdp icmp(struct xdp md *xdp) @ xdp adjust tail kern.c:138
(ba) wo = 1 ; RO w=1
void *data end = (void *)(long)xdp->data end; @ xdp adjust tail kern.c:140
(61) r3 = *(u32 *)(r1 +4) 3 Rl=ctx() R3 w=pkt end()
void *data = (void *)(long)xdp->data; @ xdp adjust tail kern.c:141
(61) r2 = *(u32 *)(r1 +0) 5 Rl=ctx() R2 w=pkt(r=e)
if (eth + 1 > data end) @ xdp_adjust tail kern.c:145
(bf) ra = r2 ; R2 w=pkt(r=0) R4 w=pkt(r=0)
(07) ra += 14 5 RA_w=pkt(off=14,r=0)
(2d) if r4 > r3 goto pc+121 ; R3 w=pkt end() R4 w=pkt(off=14,r=14)
h proto = eth->h_proto; @ xdp_adjust tail kern.c:148
(71) r4 = *(u8 *)(r2 +12) ; R2 w=pkt(r=14) R4 w=scalar(smin=smin32=0, smax=umax=smax32=umax32=255,var_off=(0x0; oxff))
(71) r5 = *(u8 *)(r2 +13) ; R2 w=pkt(r=14) R5 w=scalar(smin=smin32=0,smax=umax=smax32=umax32=255,var_off=(exe; exff))
(64) wS <<= 8 ; R5_w=scalar(smin=smin32=0,smax=umax=smax32=umax32=0xffee,var_off=(0x0; exffee))
(4c) w5 |= wa ; R4 w=scalar(smin=smin32=0,smax=umax=smax32=umax32=255,var_off=(0x8; exff)) R5 w=scalar(smin=smin32=0, smax=umax=smax32=umax32=0xf{{f,var off=(oxe; exffff))
10: (b4) we = 2 ; RO w=2
3 if (h_proto == htons(ETH P_IP)) @ xdp_adjust tail kern.c:15@
11: (56) if ws != ex8 goto pc+115 ; R5 w=8
; int pckt size = data end - data; @ xdp_adjust tail kern.c:125
12: (1c) w3 -= w2
R3 pointer -= pointer prohibited
processed 13 insns (limit 1000000) max states per insn @ total states @ peak states @ mark read @
-- END PROG LOAD LOG --
libbpf: prog ' xdp icmp': failed to load: -13
libbpf: falled to load object ‘xdp adjust tail kern.o'
4 t$ sudo ip link set dev lo xdpgeneric obj xdp adjust tail kern.o sec xdp icmp
$ sudo ip link set dev lo xdpgeneric off

)
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eBPF O 5%

eBPF O yEAMEE L ZINICHT-5
2y F7—0%

« Socket: Raw socket TO 7 4 L&Y v I

« XDP,SKB, TC TD /Xy bD 7 4 ILRY v 7 XRHRE

e Lightweight Tunnel: k>3 U > 7T 5 7L —LT—7
c bL—=V T FR
Kprobe, Tracepoint: B — R ILNELOEEF % L — X
« Uprobe: 2 —F—70CXDEHFHZ FL —X

e cgroup: cgroup EfI T SKB %> Socket M =& % &)1

=% https://docs.ebpf.io/linux/program-type/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
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O \\  — e
— I\E D521 (Kprob
eBPF 7’07 2 LEIED A (Kprobe
SEC( )
Kpro be c: DL ‘f Li jfnt bpf progl(struct pt regs *ctx)
L struct S { _
CAP_BPF+CAP_PERFMON T#|HRJEE u64 pidi
} data;
- EeiN £E
I\/la p CL’ O L \ T :E) IDERF—EVENT ~F 75 7|<|J}Eﬁ E'l- £l data.pid = bpf_get current_pid tgid();
struct { data. cookie = 0x12345678;
int(type, BPF MAP TYPE PERF EVENT ARRAY);
ﬂ;:t(kzzesize, sizeof(int)); : bpf_perf_event output(ctx, &my map, 0, &data, sizeof(data)):
uint(value size, sizeof(u32)): _
uint(max entries, 2); return 0;
} my map SEC( )i }

naoki@ :~/1linux—-6.14.6/samples/bpf$ sudo setcap cap_bpf,cap_perfmon+ep ./trace_output
naoki@ :~/1linux-6.14.6/samples/bpf$ ./trace_output
Program: bpf_progl, Type: 2

recv 14994 events per sec

99989+0 records in

99989+0 records out

51194368 bytes (51 MB, 49 MiB) copied, 6.66541 s

https://elixir.bootlin.com/linux/v6.14.6/source/samples/bpf/trace output.bpf.c 30
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N1E DAL (Tracepoint)

eBPF 7070 2 A

\Irnl\

Tracepoint (22U T CAP_BPF+CAP_PERFMON TIIENEL 7 WHEEH H 5
— X7-HERDRE Y 7 7?

naoki(@ :~/linux—-6.14.6/samples/bpf$ ./trace_output
libbpf: Failed to bump RLIMIT_MEMLOCK (err = -EPERM), you might need to do it explicitly!
libbpf: Error in bpf_object__probe_loading(): -EPERM. Couldn't load trivial BPF program. Make sure your Kernel supports BPF (CONFIG_B
PF_SYSCALL=y) and/or that RLIMIT_MEMLOCK is set to big enough value.
libbpf: failed to load object './trace_output.bpf.o’
ERROR: loading BPF object file failed
naoki@ :~/linux-6.14.6/samples/bpf$ sudo setcap cap_bpf+ep ./trace_output
naoki@ :~/linux-6.1U.6/samples/bpf$ ./trace_output
libbpf: prog 'bpf_progl': BPF program load failed: —-EPERM
libbpf: prog 'bpf_progl': failed to load: -EPERM
libbpf: failed to load object './trace_output.bpf.o'
ERROR: loading BPF object file failed
naoki(@ :~/1linux-6.14.6/samples/bpf$ sudo setcap cap_bpf,cap_perfmon+ep ./trace_output
naoki@ :~/1linux-6.14.6/samples/bpf$ ./trace_output
Program: bpf_progl, Type: 5
libbpf: failed to determine tracepoint 'syscalls/sys_enter_write' perf event ID: -EACCES
libbpf: prog 'bpf_progl': failed to create tracepoint 'syscalls/sys_enter_write' perf event: -EACCES
ERROR: bpf_program__attach failed

https://elixir.bootlin.com/linux/v6.14.6/source/samples/bpf/trace output.bpf.c #ITIC
SEC(“tracepoint/syscalls/sys_enter_write”) (ZHZE 31
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N1E DAL (Tracepoint)

\Irnl\

eBPF 7070 2 A

BPF_PROG_LOAD (Z2WTIZEIh
/sys/kernel/tracing/events/syscalls/sys_enter write/id ® openat(2) (ZKE
Tracepoint (ZB89 % eBPF 7O 7 L7 X v FDHREMN

1. eBPF 7B 2L0B—F

2. M9 % tracing point (DWW T id ZHWUF L perf_event_open(2) TZfm <« ZNITKEK
3. eBPF 7B 7 L & perf event % BPF_LINK _CREATE TYU > ¥

bpf (BPF_PROG_LOAD, {prog_type=BPF_PROG_TYPE_TRACEPOINT, insn_cnt=15, insns=0x5ed84571ca80, license="GPL", log_level=0, log_siz
e=0, log_buf=NULL, kern_version=KERNEL_VERSION(6, 14, 6), prog_flags=0, prog_name="bpf_progl", prog_ifindex=@, expected_attach
_type=BPF_CGROUP_INET_INGRESS, prog_btf_fd=3, func_info_rec_size=8, func_info=0x5ed84571cb0®, func_info_cnt=1, line_info_rec_s
ize=16, line_info=0x5ed8U4571cbf@®, line_info_cnt=6, attach_btf_id=0, attach_prog_fd=0, fd_array=NULL}, 152) =

fstat(l, {st_mode=S_IFCHR|0600, st_rdev=makedev(0x88, 0x1), ...}) =

write(1, "Program: bpf_progl, Type: 5\n", 28) =

faccessat2(AT_FDCWD, "/sys/kernel/debug/tracing"”, F_OK, AT_EACCESS) = -1 EACCES (Permission denied)

openat(AT_FDCWD, "/sys/kernel/tracing/events/syscalls/sys_enter_write/id", O_RDONLY|O_CLOEXEC) = -1 EACCES (Permission denied)

write(2, "libbpf: failed to determine trac"..., 89libbpf: failed to determine tracepoint 'syscalls/sys_enter_write' perf event
ID: -EACCES

) = 89

write(2, "libbpf: prog 'bpf_progl': failed"..., 101libbpf: prog 'bpf_progl': failed to create tracepoint 'syscalls/sys_enter_w

rite' perf event: —-EACCES
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eBPF 7’07 2 LEMED /it L(Tracepoint)

/sys/keor'nel/tr‘a_cing/events/sysqalls/sys_enter_write/id 7
ERE7 O R THOH B L D ICTNILHER

fZ2 R 1: CAP_DAC_READ SEARCH

c TALY MY ETFALDEAHE LB LOETERDF v 7 & /N /8
« CENBBALMERTH D720, IFWIZITHODEFENNE

52: chmod (1) TIEFET O AN ZHOH D L HICEE

23 id ZFHVICHS A TENMFT 5 & 51T Loader 2R

naoki(@ :~/1linux-6.14.6/samples/bpf$ sudo setcap cap_bpf,cap_perfmon,cap_dac_read_search+ep ./trace_output
naoki(@ :~/1linux-6.14.6/samples/bpf$ ./trace_output

Program: bpf_progl, Type: 5

recv 15154 events per sec

99985+0 records in

99985+0 records out

51192320 bytes (51 MB, 49 MiB) copied, 6.59508 s, 7.8 MB/s
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eBPF O 5%

eBPF OJERITREILZIRICH TS

- T B 2
« Socket: Raw socket TO 7 4 L&Y > 7%
« XDP,SKB, TC TD /Xy b D7 4L R VTN E
 Light Weight Tunnel: b> VU > 7T 5 7L —LT—7

c bPL—=V TR
« Kprobe, Tracepoint: H—FIILANEBDOEEFZ F L —X
-I Uprobe: 2 —H -7 0t XDEEH% L —X

e cgroup: cgroup EfI T SKB %> Socket M =& % &)1

=% https://docs.ebpf.io/linux/program-type/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
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Uprobe (22T

— -7 0 XOFPBTFVOCHE LEA L — XT%&%H%L
B DRSSO L% b L — % L TR A AT = & ATH
- OpenTelemetry ® BEIFHEETHLIERAINTLS | eBPF 7717 5 L T3k ik

- ' . r ct pt_regs *ctx) {
ction{int loop count, const char *message) { pt_reg ) 4

printf(" App (PID: %d): my t function called! Count: X%d, Mes
getpi , loop count, mess

data.pid = current pid tgid »> 32;

 ETTITEEE

—onst char *messages[] = {"Hello", "eBPF", "Tracing"”, "Example”, “Done"};

data.first_arg = (s32)PT_REG5_PARMI1(ctx);

printf(“TargetApp (PID: %d): Starting up. Will call my_target function periodically.\n"

bpf_perf event output(ctx, &events, BPF_F_CURRENT_CPU, &data,

_OPTS(bpf_uprobe_opts, uprobe_options,

.'FL_JHC_I‘IEIIHE_=-'-' set function”, I\ [/ - Z -;\—J% 0) ~ return @;
.retprobe = fa N )
o ETNAFTY
bpf link = bpf program attach uprobe opts( \,
bpf_prog, * Ea %ﬁ %
child pid,
"./target_app”, hd F)| [)
a, | S pon | o N
&uprobe_options); %%EIZE [./T eBPF 7 D 7 7 A%T& \\/ 7/_ 35

if (1libbpf_get_error(bpf_link)) {
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N1E DAL (Uprobe

Uprobe |Z eBPF 0 7’A 47 5 L& L TIlX TYPE_KPROBE & 72 %
— CAP_BPF+CAP_PERFMON 7= |3 TE&) <

:~/ebpf-meetup/uprobe$ sudo setcap cap_bpf+ep ./trace_custom_loader
:~/ebpf-meetup/uprobe$ ./trace_custom_loader
: Target application './target_app' launched with PID: 41409
TargetApp (PID: 41409): Starting up. Will call my_target_function periodically.
TargetApp (PID: 41409): my_target_function called! Count: @, Message: Hello
prog 'trace_my_target_function_entry': BPF program load failed: Operation not permitted
prog 'trace_my_target_function_entry': failed to load: -1
: failed to load object 'trace_custom_func.bpf.o'
Failed to load BPF object: Operation not permitted
: Cleaning up...
Ensuring target application (PID 41409) is terminated.
Exited.
aoki@ :~/ebpf-meetup/uprobe$ sudo setcap cap_bpf,cap_perfmon+ep ./trace_custom_loader
naoki@ :ebp+—meetup:uplube$ ./trace_custom_loader
Loader: Target appllcatlon ./target_app' launched with PID: 41420
TargetApp (PID: 41420): Starting up. Will call my_target_function periodically.
TargetApp (PID: 41420): my_target_function called! Count: @, Message: Hello
Loader: BPF object loaded successfully.
Loader: Successfully attached uprobe to ./target_app:my_target_function (PID 41420).
Loader: Listening for eBPF events. Press Ctrl+C to exit.
TargetApp (PID: 41420): my_target_function called! Count: 1, Message: eBPF
Loader: Warning - Received data of unexpected size 12, expected 8

Lmlt
IS

\

eBPF

https://www.kernel.org/doc/html/v6.14/trace/uprobetracer.html 36
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WEITTERE & 8

1. SOCKET_FILTER (Socket)
— CAP_BPF

2. v b7 —2%(XDP, SKB %)
— CAP_BPF+CAP_NET_ADMIN

3. L —> 27 %(Kprobe, Tracepoint, Uprobe £5)
— CAP_BPF+CAP_PERFMON
7=72 L. Tracepoint IZX/5d % id HAnE

* unprivileged bpf disabled=0 7354, CAP_BPF (40 ZE /L
CAP_PERFMON Tl Verifier DIREHIFEWVGEDLH S
— X9 57 At X2 IEHERIER D capability DA E|Y B TE I EHAEE

EFFHE7 O RICITET B1ERE L TIE, FHKEFWLGFICCAP_NET_ADMIN)
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B & o IZWE 7L capability

BPF_MAP GET FD BY ID (& SYS ADMIN A &
helper function Z{# 5 F & HEID capability B ELR T & 6
— ATV RS —4+AhAH—I)O—FKY —F 4 T30 WEIC

RAGEDLH S

Helper Function

bpf_probe_write_user

Purpose

Write to any process's
User space memory

Required Minimum
Capabilities

CAP_SYS_ADMIN (&
kernel lockdown®)

bpf_probe_read_user

Read any process's user
space memaory

CAP_BFF &
CAP_PERFMON

bpf_override_return

Alter return code of a
kernel function

CAP_SYS_ADMIN

bpf_send_signal

Send a signal to kill any
process

CAP_SYS_ADMIN

https://www.linuxfoundation.org/hubfs/eBPF/ControlPlane%20—

%20eBPF%20Security%20Threat%20Model.pdf 33
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RFEZZ DA

eBPF OFBICHELIER & £ DRERIIEITEM
[FE45E7 0t XX (Rootless) AT F TeBPF 3{EX2DH ? |
SN
1. eBPF 2'EMET %5 £ TORMN & EKT HHER
« %1& Program Type Z & (Z(Socket, XDP, Kprobe Tracepoint, Uprobe)

2. BPF Token |2 & AEREEIE

3. (Rootless)a >+ I2H1F % eBPF o FRA4)
A, £ L&
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BPF Token

BPF Token: Linux Kernel v6.9 A 5 E A & L 7-#8E

Token XR—X CHINELIEREE « =T 5
. delegate_cmds: bpf(2) TIT5E
. delegate_maps: eBPF 7O 7 Z LICEFNB~y TDiESE
 delegate progs: eBPF 7 A7 Z LICEFEFNST7 AT T LDFESE
« delegate attachs: eBPF 787 2 LD 7 X v F4
EEABEELIBEH IR EERICHE D
https://elixir.bootlin.com/linux/v6.14.6/source/include/uapi/linux/bpf.h#. 144
fsconfig(2) T BPF Token (¥t L THERR(F 5% 1T 5
¥ 5214 CAP_SYS_ADMIN A ihE

=2 https://patchwork.kernel.org/project/linux-fsdevel/cover/20230919214800.3803828-1-andrii@kernel.org/
40
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BPF Token &1L

Linux Kernel 57X ba—KF &Y

https://elixir.bootlin.com/linux/v6.14.6/source/tools/testing/selftests/bpf/prog tests/token.c

parent child

(CAP_ SYS_ADMIN) (unprivileged)

2. BPF FS @ fd % UDS #BH Txxfg

3. delegate * IZDWTHERR(T &
4. fsconfig(2) T FS object #{ERK
5. fsmount(2) T Mount obj % {ERK

MIGT 2 fd (mnt_fd) 285 6. mnt_fd % UDS R Tik(E

1.

8.

1. BPF FS #Emk
fsopen(“bpf”, 0)

openat(2) T mnt_fd Ao BPF FS

D fd =5

eBPF 7’07 2 L open BFD option

T BPFFS @ fd /XX %= $87E
(bpf_token_path) 41
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err = unshare(
if (err)

goto cleanup;
printf("child: unshare\n");

fs_fd = create_bpffs_fd();

if (fs_fd < @)

1
printf("child: create_bpffs_fd failed\n");
err = - g
goto cleanup;

printf("child: create_bpffs_fd\n");

err = sendfd(sock_fd, fs_fd);
if (err)
goto cleanup;
(fs_+d);
printf("child: sendfd\n");

err = recvfd(sock_fd, &mnt_fd);
if (err)

goto cleanup;
printf(“"child: recvfd\n");

(fs_Fd);

bpffs_fd = openat(mnt_fd, ".", @,
if (bpffs_fd <= @)
{
err = - 2
goto cleanup;
L

printf("child: bpffs_fd openat\n");

err = callback(bpffs_fd);
if (err)
goto cleanup;

J \

BPF FS %z {EBX

X 74 F:https://pibvt.net/s/zUEhT3GJrUc

| #7L L UserNS & MountNS ~#1T
(BPF FS % J45HE CHERL T 5 72 )

https://elixir.bootlin.com/linux/v6.14.6/source/tool

s/testing/selftests/bpf/prog tests/token.c#L.104

g parent (Z BPF
FS @ fd Z %15

| parent v Mount
obj @ fd = %15

- BPF FS fdzE&

userns_obj_priv_map( mnt_fd)

printf(“userns_obj_priv_map\n");
(bpf_object_open_opts, opts);
buf[256];
priv_map *skel;
err;

snprintf(buf,

opts.bpf_token_path = buf;

skel = priv_map__open_opts(&opts);

if (!skel)

{
printf("failed priv_map__open_opts\n");
return - 5

}

else

I
L

printf("succeeded priv_map__open_opts\n");

}
err = priv_map_ load(skel);
priv_map__destroy(skel);
if (err)

return - =
printf("succeeded priv_map__ load\n");
return ©;

buf), "/proc/self/fd/%d", mnt_fd);

B {4 (child

! BPF FS fd /XX
Z15%E L open

eBPF 7B 435 L
[ AO— R

42
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/

8B &% (parent

err = recvfd(sock_fd, &fs_{d); A C h | | d 75\ [\O B P F

if (err)

goto cleanup; g FS fd %%'fg

printf("parent: recvfd\n"); -

mnt_fd = materialize_bpffs_fd(fs_fd, bpffs_opts); [
if (mnt_fd < @)

{
err = -
goto cleanup;
}
printf("parent: materialize_bpffs_fd\n");
(fs_Td);

err = sendfd(sock_fd, mnt_fd); C h | | d NN I\/l O u nt
if (err) ~ . N
goto cleanup; ObJ fd % l;_é_{é
(mnt_+d); -~
printf(“parent: sendfd\n");

X7 A4 F:https://pibvt.net/s/zUEhT3GJrUc

https://elixir.bootlin.com/linux/v6.14.6/source/tools/te

sting/selftests/bpf/prog tests/token.c#lL. 115

H > fd C:)I‘E IZE%'{\__I'_E’_ = set_delegate_mask(fs_fd, "delegate_attachs", opts->attachs, opts->attachs_str);

materialize_bpffs_fd( fs_fd, bpffs_opts *opts)

mnt_fd, err;

= set_delegate_mask(fs_fd, "delegate_cmds", opts->cmds, opts->cmds_str);
f (err !I= 8)

return err;

= set_delegate_mask(fs_fd, "delegate maps", opts->maps, opts->maps_str); fd L:)l;% BE

(err != 8) -

return err; %{d—%‘_

= set_delegate_mask(fs_fd, “"delegate progs", opts->progs, opts->progs_str);
f (err l= @)

return err;

f (err 1= @)
return err;

= sys_fsconfig(fs_fd, FSCONFIG_CMD_CREATE, |7 B P F FS
f (err < @) . N
return - 2 ObJ %'T/IE};X

mnt_fd = sys_fsmount(fs_fd, @, @); MOUﬂt ObJ
if (err < 9) N
return - 2 % ’f'llf}ﬁ

return mnt_fd;
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— E/L—
Ej] «F <a——ﬂ>

BPF_MAP_TYPE QUEUE =&¥ eBPF 7O/ 7 L%Z0—F |
pal’ent C: ;1[:5 \/\T Lj: MT@{¢5¢% IZE%EQEE char _license[] SEC("license") = "GPL";

ml

BPF Token @

struct bpffs_opts opts =
.progs = bit(BPF PROG_TYPE SOCKET FILTER},
.cmds = bit(BPF_MAP_CREATE) | bit(BPF_PROG_LOAD),

__uint(type, BPF_MAP_TYPE_QUEUE);
__uint(max_entries, 1);

27 -
__uD <))

.maps = bit{BPF_MAP TYPE QUEUE),
.attachs = ~8ULL,

parent |3 CAP_SYS ADMIN % E3K child IXIEFFIE TENME

@ :~/ebpf-meetup/bpf-token-2 sudo| ./parent @ ¢ ./child2 map

[sudo] password for naoki: connected
accepted child: unshare
parent: recvfd child: create bpffs_fd

parent: materialize_bpffs_fd child: sendfd
child: recvfd

parent: sendfd
D child: bpffs_fd openat

userns_obj priv_map
succeeded priv_map__open_opts

. 44
succeeded priv_map__load
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BPF Token @ &11E(1EE

BPF Token IZff 5 S N/-1ERTIZEY B WIEE
— BPF_PROG_LOAD T‘S’&E& (EPERI\/l)

_license[] SEC("license") = "GPL";

ml
;\ILIJI\

EE”(”Pprobe”)

int kprobe_prog(void *ctx) .progs = (BPF_PROG_TYPE_SOCKET FILTER) | bit(BPF_PROG_TYPE KPROBE),
{ .cmds = bit(BPF_PROG_LOAD),
return 1; .attachs = ~8ULL,

}

:~/ebpf-meetup/bpf-token-2¢%$ ./child2 prog

@ :~/ebpf-meetup/bpf-token-2% sudo ./parent @
[sudo] password for naoki: connected

accepted child: unshare

parent: recvfd child: create bpffs_

parent: materialize bpffs_fd child: sendfd

parent: sendfd child: recvfd x N
child: bpffs_fd openat EPERM TH— I\ (,_S'i,ﬁ&

accepted
parent: recvfd succeeded priv prog open opts

parent: materialize bpffs_fd libbpf: prog 'kprobe_prog': BPF program load failed: Operation not pe
parent: sendfd rmitted

D libbpf: prog 'kprobe prog': failed to load: -1
libbpf: failed to load object 'priv_prog'
libbpf: failed to load BPF skeleton 'priv prog': -1
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RFEZZ DA

eBPF DR BICHELIER & £ ORERILE IXEM
[FE4EHE 7 A XX (Rootless) A 5T F T eBPF 3{EZ 2D H ? |
SN
1. eBPF "EMET 2 X TCORNEEKT HHER
« XF&E Program Type Z & (Z(Socket, XDP, Kprobe, Tracepoint, Uprobe)

2. BPF Token |2 & A1EREIE

3. (Rootless)a >+ I2H1F % eBPF o FRA4)

4, & &
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Rootless O > 7 FHIZH 745 BPF Token

UTOWINADEEET 5 T & THAREE
(parent AMERL L 7= UDS %= 3E451E 7 1 & X TR HERHRTE T E)

1. UserNS, MountNS Z=1EEd % 728 (Z unshare(2) % Seccomp TFFA]d %

2. CAP_SYS ADMIN(BPF FS 1ERX), CAP_BPF(BPF Token fERk) #3803
¥ Rootless A FF4 5 UserNS Ao TWB 7=, U X 7EINIZRELN

1. unshare(2) 0] 2. capability {15

@ :~/ebpf-meetup/bpf-token-2% nerdctl run -it -v .:/token --rm X
--security-opt seccomp=unconfined child2 C :~/ebpf-meetup/bpf-token-2$ nerdctl run -it -v .:/token --rm --
root@938afa8f8df7:/# cd token/ cap-add CAP_SYS_ADMIN,CAP_BPF child2
root@938afa8f8df7:/token# ./child2 map root@a66bd68eable: /# cd token/
connected root@a66bd68eable: /token# ./child2 map
child: unshare connected

child: create_bpffs_fd child: create_bpffs_fd

child: sendfd child: sendfd

child: recvfd child: recvfd

ch%ld: sys_fspick child: bpffs_fd openat

child: bpffs_fd openat userns_obj_priv_map
userns_obj_pr:lv_map succeeded priv_map__open_opts
succeeded priv_map__open_opts succeeded priv_map__load

succeeded priv_map__load
iy t@a66bd68eab@e: /token#
root@938afa8f8df7: /tokeni# D root@a eabe: /token D
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-

111

« Uprobe #9277V (OpenTelemetry ® BEIFTESE) 0 T4 ER
- £f& eBPF 7’04 7 L Kubernetes # AL /- EE
- “--privileged" L TeBPF O/ 7 L% O0— FAJEE - HERELTELIERTE S
. Kubernetes DaemonSet 2 W5 Z & T/ — R ER % %h=1L AT BE

B OV T+ T &%A4 L, k8 & LTIk BPF Token Z##% 5 {H#RA & -4 L

— BEIT BPF Token ICHER %= 159 ANV E
¥ LXD TIFBEIC Y R — F&FH (“security.delegate bpf”)
c.f. https://documentation.ubuntu.com/Ixd/latest/explanation/bpf/

iRE: eBPF Bl Z 2
Hh—FIIVZEETEHCLE, BFICEZEE sV EINna
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Z Db

bpftime: 2 —H% —Z2[8] T eBPF # & H 9 HL V) $H A
https://github.com/eunomia-bpf/bpftime

eBPF program source

HeBPF

Existing eBPF toolchains:
clang/bpftool/bpftrace:

eBPF userspace applications

HeBPF
eBPF bytecode

|

*| Userspace library: libbpf---

] it
bpf function call

{I

bpftime-syscall.so

Target process
inlineHook

syscall tracepoint

_function =  uprobe

T

bpftime-agent.so |

boftime: [ ) IT eBPF
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https://github.com/eunomia-bpf/bpftime
https://pibvt.net/s/zUEhT3GJrUc

X7 A4 F:https://pibvt.net/s/zUEhT3GJrUc

=S

eBPF DR B IC W E 7 HE R & &2

e unprivileged bpf disabled = 1,2
« /v b:CAP_BPF
« v b7 —7 %:CAP_BPF+CAP_NET_ADMIN
« ML — > %:CAP_BPF+CAP_PERFMON + a

 Verifier D)5 5 capability ICX > TZET 3
e CAP_NET_ADMIN: BB F = v 7 (KA Y ZIZDWTHEEN TE A WEE)
» CAP_PERFMON: H 2 FEEREMINI=F v 7

« BPF Token #{# 5 & Rootless A7 F+WTH eBPF 2##2 %
« 7R X FE]7T BPF Token I2Xf L CHER Z (T 5
« eBPF ® Map %> Program OfEEIZIE U THERR{T 5 RIEE

ggun|

50


https://pibvt.net/s/zUEhT3GJrUc
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